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AGENDA XSP

1. Compliance & Governance Herausforderungen hybrider Landschaften

2. Wie Sie die Xiting Security Platform unterstitzen kann

3. XSP Identity Consolidation - Globale User-IDs als Voraussetzung dafur,

Compliance umsetzen zu kbnnen

4, XSP Use Cases
= Access Analysis & Content Portal
=  XSP Connector for SAP Access Control

=  User Access Review
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Compliance und Governance Herausforderungen in hybriden Landschaften

Herausforderungen

1. Datenhoheit & Datenschutz

2. Verantwortlichkeiten & Governance

3. Lizenz- & Vertrags-Compliance

4. Change- & Release-Management

5.  Zugriffskontrolle & Berechtigungen

6. Auditierbarkeit & Nachvollziehbarkeit

7.  Drittanwendungen & API-Zugriffe

8. Strategische IT-Governance

Verstol3 gegen DSGVO, Datenverluste
Unklare Zustandigkeiten, Kontrollverlust
LizenzverstoBe, hohe Nachforderungen
Systeminkonsistenzen, Fehler bei Updates
Sicherheitslticken, Compliance-VerstoRRe
Mangelnde Revisionssicherheit
Schatten-IT, Datenlecks

Technologiewildwuchs, fehlende Kontrolle

Empfohlene MaRhahmen

Datenklassifikation, AV-Vertrage
Zentrales SAP Governance Framework
Lizenzmanagement, Vertragsprufung
Zentrales, hybrides Security Monitoring
Zentrale IAM-Losungen

Zentrales Audit- & Monitoring-System
API-Governance, Threat Detection

Konsolidierte Systemarchitektur

(/
XXSP



AGENDA XSP

1. Compliance & Governance Herausforderungen hybrider Landschaften
2. Wie Sie die Xiting Security Platform unterstiitzen kann

3. XSP Identity Consolidation - Globale User-IDs als Voraussetzung dafur,

Compliance umsetzen zu kbnnen

4, XSP Use Cases
= Access Analysis & Content Portal
=  XSP Connector for SAP Access Control

=  User Access Review




Wie Sie die Xiting Security Platform unterstitzen kann ¥ xSP
Non-SAP . 225
Cloud =

SAP Ariba Applications \ /

SAP SuccessFactors

Y.YS/4 HANA -~/ N\

Analytics Cloud IAM Solution
SAP Fieldglass

4 SailPoint (©ONE IDENTITY

x s P D liaest pSOmada

\ Xiting Security Pfatform/ \

o  Cross-System SoD Risk Analysis
o Recertification Processes
. Connector for SAP Access Control

Connector for IAM Solutions
Security Monitoring & Realtime Threat Detection
Next-Level Ruleset Management for Hybrid Landscapes GRC

0@@ Q SAP Systems: On-Premise
% XSP Plug-In
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Wie Sie die Xiting Security Platform unterstitzen kann

4 Xiting Security Platform | Software-as-a-Service (SaaS)

Core Services

Content Portal Provisioning Framework |dentity Consolidation

Connector for
SAP Access
Control

Connector for

Recertification IAM Solutions

Access Analysis

Security

Monitoring

License
Analysis

SAP Business Technology Platform

Cloud

;il XSP Plug-In

B
< |

SAP Systems:
SAP S/4HANA
SAP Business Suite
SAP NetWeaver
SAP HANA

On-Premise



Wie Sie die Xiting Security Platform unterstitzen kann

adapting and enhancing SAP CIS

Rulesets, Checks, Patterns, Security Notes

enabling XSP Cross Capabilities

4 Xiting Security Platform

Core Services

Content Portal Provisioning Framework |dentity Consolidation

Connector for
SAP Access
Control

Connector for

Recertification IAM Solutions

Access Analysis

Monitoring

License
Analysis

Security

SAP Business Technology Platform

Cross SoD Risk Analysis
and Mitigation Handling

complementary compliance
capabilities for IAM Customers

Cross User Access Review

complementary cloud provisioning
capabilities for SAP AC Customers

License Analysis across system boundaries

Vulnerability- & Compliance Monitoring
and SAP Security Patch Management
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XSP Identity Consolidation XSP

Local User in Local User in

SAP SuccessFactors SAP IAS

Local User in P0001 476830};1}?3;11-6455:3%5&%5- Local User in
arve
SAP Analytics Cloud SAP S/AHANA

John JDOEO1

Local User in Global User Local Userin
SAP Concur SAP C/4HANA
jdoe@xiting.com John Doe JDOE
Cloud
On-Premise

Local User in Local User in

SAP ECC SAP S/4HANA
JDOE JDOE
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XSP Use Case: Access Analysis & Content Portal XSP

Ruleset

SOD Risk
Maintain Supplier
vs. Create PO

Function Function
Maintain Supplier Create PO

in S/4AHANA in SAP Ariba

Local User in Local User in
SAP S/4AHANA SAP Ariba

JDOE jdoe@xiting.com
Global User

John Doe
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XSP Use Case: Access Analysis & Content Portal

= Wahrung der Ruleset Compliance

= Definition von nachhaltigen Rulesets mittels Versionierung
= Import/Export bestehender Regelwerke

= Revisionssicherheit

)- Q Search (D development -:(:):- @ ES
(A Dashboard Dashboard
Ruleset Management

Risks by Ruleset Risks by Business Processes L7 Risk Types

Rulesets 4
m

2
'3
/N Risks 5 \
—- .
TH- Functions 4 o e

4=' Import/Export e
8 Master Data ~
@ Recycle Bin BN FIN N THR 1T @ 1P2P BN 4CA 150D
Core Administration
Users Risk & Functions / Business Processes 2 Risk Levels Risks / Risk Owner Last Updates
2
Juni 2025
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XSP Use Case: XSP Connector for SAP Access Control X.xsp

Provisioning via SCIM

4\
4 )

Cloud Ident. P o Provisionierung in die Cloud via XSP

XsP
\ Xiting Security PIatform/

A

Non-SAP
Cloud
Applications

SAP Ariba /)\
SAP SuccessFactors O
YYS/4 HANA

SAP" Analytics Cloud
SAP Fieldglass ‘X‘

Wahrung getatigter Investments

—

Workflows bleiben in SAP AC

SAP Private Cloud Systems Risikoanalysen werden in SAP AC durchgefiihrt

- . .

Cloud

On-Premise

Anreicherung der SAP Audit Logs durch die XSP

Provisioning into Cloud

\

XSP Connector for IAM Solution
SAP Access Control

4 SailPoint ONE IDENTITY

D lieest - pSOmada

A

Provisioning on-Prem

S/4HANA

End User
HR MiniMaster SAP Systems

(On-Premise) Access Request

SAP Access Control
(Prov, SoD Check, Workflow) SAP AC/IDM-WebServices

(PA30-Infotypes)

Use of S/4AHANA MiniMaster for user master data



XSP Use Case: User Access Review

SAP Ariba /\\

SAP SuccessFactors O

UAR Dashboard

Y.YS/4AHANA

SAP" Analytics Cloud
SAP Fieldglass \‘\\‘,

SAP Private Cloud Systems

« EIT mevon e At < a o o §
\ Standard’- °ox
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XSP

Xiting Security P!atform/

— . .

On-Premise

:::::

v
* Zentrales UAR Dashboard
«  SAP S/4HANA * Cross UAR fir hybride Landschaften
SAP Systems *  SAP Business Suite .. ) ) ..
(On-Premise) «  SAP NetWeaver * Ubersichtliche Darstellung der Aufwande
«  SAP HANA

Benutzerfreundliche Work Inbox




Fragen und Diskussionen




Fragen und Diskussionen

Stefan Eggler

- | Head of SAP GRC

Xiting GmbH
Obere Ringstral3e 17
79859 Schluchsee

E-Mail:  seggler@xiting.com
Tel. +49 7656 9888 155
Mobile: +49 15259113378

Vielen Dank
fur IThre Auftmerksamkeit

Hier vernetzen

Wenn Sie weitere Informationen bendtigen,
konnen Sie mich gerne kontaktieren.



Mehr zu allen
Business Cases der
Xiting Security Platform:

Erleben Sie die Identity Consolidation
in dieser Demo:

Identity
Consolidation
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